EMPLOYEE & FAMILY RESOURCES’ NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW HEALTH CARE INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION
PLEASE REVIEW IT CAREFULLY

Protected Health Information (“PHI”)

Protected Health Information or “PHI” includes all information pertaining to you including
information that identifies you (e.g. name, address, birth date, etc.) and information related to
treatment provided to you by EFR. EFR is required to follow practices that protect your PHI
from being disclosed to others verbally or through releasing your paper or electronic records.
EFR complies with the guidelines of state and federal laws including the Health Insurance
Portability and Accountability Act (HIPAA Privacy and Security Rules) and 42 CFR, Part 2.

How Your Protected Information May be Used & Disclosed. Generally, your Protected
Health Information may be used and disclosed by us only with your express written
authorization. However, there are some exceptions to this general rule. The following are ways
in which we may use or disclose your Protected Health Information without your written
authorization:

e Treatment Purposes. We may use or disclose your PHI for treatment purposes. It may
be necessary for us to communicate with other health care providers providing treatment
to facilitate that treatment or for employees within EFR to exchange information
necessary to provide, coordinate or manage the quality of your care. An example is the
consultation between a counselor and their supervisor regarding your care.

e Payment Purposes. Your Protected Health Information may also be used or disclosed
for payment purposes. It is necessary for us to use or disclose Protected Health
Information so that treatment and services provided by us may be billed and collected
from you, your insurance company, or other third party payor. For example, we may
disclose your Protected Health Information to your health insurance carrier to obtain prior
approval for a service. We may also release your Protected Health Information to
another health care provider or individual or entity covered by the HIPAA regulations
who has a relationship with you for their payment activities. For example, we may
disclose information to your health insurance carrier upon its request for additional
information necessary for it to determine whether a service is covered.

e Health Care Operations. Your Protected Health Information may also be used for
health care operations, which are necessary to ensure our clinic provides the highest
quality of care. For example, your Protected Health Information may be used for quality
assurance or risk management purposes or disclosed to our accountant for auditing
purposes. We may at times remove information which could identify you from your
record so as to prevent others from learning who the specific patients are. In addition, we
may release your Protected Health Information to another individual or entity covered by
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the HIPAA privacy regulations that has a relationship with you for their fraud and abuse
detection or compliance purposes, quality assessment and improvement activities, or
review, evaluation or training of health care professionals or students. For example, we
may disclose information to another health care provider involved in your care if the
provider requests the information is necessary for its evaluation of one of its medical
students. We may also release information to business associates who may perform
various treatment, payment or operation functions.

Notification and Communications to Individuals Involved in Your Care. Unless you
have informed us otherwise, your Protected Health Information may be used or disclosed
by us to notify or assist in notifying a family member or other person responsible for your
care. In most cases, Protected Health Information disclosed for notification purposes
will be limited to your name, location and general condition. In addition, unless you have
informed us otherwise, Protected Health Information may be released to a family
member, relative or close personal friend who is involved in your care to the extent
necessary for them to participate in your care. In the event you wish for any of these uses
or disclosures to be limited, please contact us.

Fundraising & Marketing Activities. We may use your Protected Health Information
for the purpose of contacting you as part of fundraising efforts. Such contact could come
from EFR, an affiliated organization such as a foundation or a business associate.
Information used as part of this fundraising activity may include demographic
information such as name, address, age, gender, date of birth, treating provider, outcome
information and your health insurance status. If you do not wish to be contacted for
fundraising activities you may contact Leslie Garman at 515-471-2373 to have your name
removed from our fundraising list or you may do so by sending an email to
Igarman@efr.org. You may receive information such as appointment reminders from
EFR; however, your information will not be provided to third-party marketers and EFR
will not sell your information to others for use and marketing processes without your
specific authorization.

Disaster Relief. In the event of a disaster we may provide information to public or
private entities as needed to facilitate treatment, locate family members or caregivers, and
to facilitate public health needs.

Psychotherapy Notes. In the event psychotherapy notes are maintained as part of your
health information, those notes will not be used or disclosed except in limited
circumstances without your authorization. Such authorization is not needed and will not
be obtained if such notes are used by the person who created them, in a reasonable
training program for the clinic, or as otherwise allowed by law.

Research Purposes. In some instances, your Protected Health Information may be used
or disclosed for research purposes. All research projects which use Protected Health
Information are subject to a special approval process which will, among other things,
evaluate the precautions used to protect patient medical information. In many cases,
information which identifies you as the patient will be removed.



Authorized by Law. We may also use or disclosure your protected health information
without your authorization as permitted or required by law. Examples include: public
health activities, health oversight activities, judicial and administrative proceedings, child
or dependent adult abuse reporting, law enforcement, organ donation, medical examiners
and coroners, workers compensation processes, specialized government functions, to
avert a serious threat to public health or safety, and to comply with the law. Information
will only be used/disclosed without your authorization as permitted by the applicable
state or federal law.

More Stringent Laws. Some of your Protected Health Information may be subject to
other laws and regulations and afforded greater protection than what is outlined in this
Notice. For instance, HIV/AIDS, and mental health information are given more
protection under lowa law and substance abuse and genetic information are given more
protection under federal law. In the event your Protected Health Information is afforded
greater protection under federal or lowa law, we will comply with the applicable law.

Other uses and disclosures of Protected Health Information not covered by this Notice or

the laws that apply to us will be made only with your written permission. For example,
disclosures that constitute a sale of your Protected Health Information or uses and disclosures for
marketing purposes require your written authorization. If you provide us permission to use or
disclose Protected Health Information about you, you may revoke that permission, in writing, at
any time. If you revoke your permission, we will no longer use or disclose Protected Health
Information about you for the reasons covered by your written authorization. You understand
that we are unable to take back any disclosures we have already made with your permission, and
that we are required to retain our records of the care that we provided to you.

Your Rights Regarding Your Health Records

Right to Read and Copy Your Records. You have the right to read and receive copies
of your electronic or paper medical records which includes mental health/medical,

billing, and any other records that are used to make decisions about your care. Your right
to access to your records will be restricted only where there is compelling evidence that
to do so would cause serious harm to you or if the information is contained in separately
maintained psychotherapy or case notes. If we deny your request or restrict your access
to your records, we will explain our decision and you have the right to protest this
decision.

Right to Amend. If you feel that any information we have documented about you is
incorrect or incomplete, you may ask us to amend the information. We must act on your
request to amend within 60 days and notify you of any delay which would require us to
extend the deadline by the permitted 30 day extension. If we deny your request we will
explain our decision and you have the right to protest this decision.

Right to Revoke Authorization to Disclose Information. When you have provided
written, signed authorization for EFR to use or disclose any of your PHI, you may revoke



this permission at any time. This revocation will only affect disclosure of information
after the date of the revocation.

e Right to an Accounting of Disclosures. You have the right to obtain an accounting of
certain disclosures by EFR of your PHI for up to past six years.

e Right to Request Confidential Communication. You have the right to request that
EFR communicate with you about health matters in a certain way or at a certain location.
For example, you may request that we send correspondence to a work address rather than
your home address. We will accommodate reasonable requests.

e Breach Notification. If there is a breach of unsecured PHI concerning you, we may be
required to notify you of this breach, including what happened and what you can do to
protect yourself.

¢ Right to Restrict Certain Disclosures of PHI. You have the right to restrict PHI
disclosures to health plans/insurance companies if you pay out of pocket in full or for
Services.

e Right to a Copy of this Notice. You have the right to a copy of this notice in paper
and/or through electronic means.

If you have given someone medical power of attorney or if someone is your legal
guardian, that person can exercise your rights and make choices about your Protected Health
Information.

Requests/Complaints

For questions or to request to review or receive copies of your records, contact: Privacy Officer,
Employee & Family Resources, 505 5 Avenue, Suite 600, Des Moines, IA 50309, or call (515)
244-6090. To file a complaint if you believe we have violated your privacy rights, you have the
right to submit your complaint in writing to our Privacy Officer and/or with the Secretary of
Health and Human Services at 200 Independence Avenue, S.W., Washington, D.C. 20201, or by
calling (202) 619-0257. We cannot and will not retaliate against you for filing a complaint.

Effective Date

This notice is effective October 1, 2016. We reserve the right to revise our practices with respect
to Protected Health Information and to amend this notice. Should our practices change, we will
post our revised Notice of Privacy Practices on our website at www.efr.org. In addition, a
current notice of our privacy practices may be obtained from our office by calling (515) 244-
6090, via email request to privacyofficer@efr.org, or by mail to Privacy Officer, Employee &
Family Resources, 505 5th Avenue, Suite 600, Des Moines, 1A 50309. Comprehensive
information about HIPAA and your privacy rights can be found at
http://www.hhs.gov/ocr/privacy/index.html.
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Non-discrimination statement and language availability.

Employee & Family Resources complies with applicable Federal civil rights laws and does not
discriminate on the basis of race, color, national origin, age, disability, or sex. ATTENTION: If you
speak a language other than English, language assistance services, free of charge, are available to you.
Call 1-515-243-4200.

Spanish:

Employee & Family Resources cumple con las leyes federales de derechos civiles aplicables y no
discrimina por motivos de raza, color, nacionalidad, edad, discapacidad o sexo. ATENCION: si habla
espafiol, tiene a su disposicidn servicios gratuitos de asistencia linglistica. Llame al 1-515-243-4200.

Chinese:

Employee & Family Resources B<FiE RN BHBRELZERTE - AREE - B - RIEMA#K - &£

i - ERIMAIMEKRETA - FR  IRCERZERIX - B BESESENRE - &
B E 1-515-243-4200.

Vietnamese:

Employee & Family Resources tuan thu luat dan quyén hién hanh cta Lién bang va khong phéan biét ddi
xUr dua trén ching toc, mau da, nguén géc quéc gia, do tudi, khuyét tat, hodc gi6i tinh. CHU Y: Néu ban
no6i Tiéng Viét, c6 cac dich vu hd tro ngdn ngit mién phi danh cho ban. Goi sé 1-243-4200.

Serbo-Crotian:

Employee & Family Resources pridrzava se vazecih saveznih zakona o gradanskim pravima i ne pravi
diskriminaciju po osnovu rase, boje koze, nacionalnog porijekla, godina starosti, invaliditeta ili pola.
OBAVIESTENJE: Ako govorite srpsko-hrvatski, usluge jezi¢ke pomo¢i dostupne su vam besplatno.
Nazovite 1-515-243-4200.

German:

Employee & Family Resources erfillt geltenden bundesstaatliche Menschenrechtsgesetze und lehnt
jegliche Diskriminierung aufgrund von Rasse, Hautfarbe, Herkunft, Alter, Behinderung oder Geschlecht
ab. ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen
zur Verflgung. Rufnummer: 1-515-243-4200.

Arabic:
S sl GBoall Gl e Saer Y s ey sl 4301 50dl) dsadll (3 53all (4l 8 Employee & Family Resources ik
Ol el a1 55 4 sadl) sae Lusal) cilada (8 Aadl) SO Caaas cuiS 1Y) cak pale | Guindl ol A8eY) f Gud) ol ik gl JiaY)
.(515-243-4200-1 :aS4) 5 anaall iila o8 5) XXX-XXX-XXXX-1 @8 0 Josad

Laotian:

Employee & Family Resources UrGO00m9nH0uwaesdicondofvnatcdogzegdnuinnniivgsuly
arbharccuNlond9lFHLNIWOCREFI0, $G0, FIONIDO, 298), 90BN, § (WO.  1VOYIV: T
09 WCdIWIZY 990, NWO3NIVFoBHDCMWWIF, Lot e, covduanluiuaw. tns 1-515-243-
4200.

Korean:



Employee & Family Resources &(=) &3 S STHHS
My AMOf EE= MEHE 0|S 2 KF-HBEK| &L T

t
MHIAE R 22 0[85HA &= QS L|C 1-515-243-4200.

Hindi:
Employee & Family Resources @] 811 A1 TG AN SABR BT BT Ta- BT § 3R S,

w;ﬂﬂﬁ 311G, faamaivTar, a1 ol & STUR TR WeHTd e HRdl g | T & I S (0000
CINE] ﬁ&mm%ﬁwwwmél 1-515-243-4200

French:

Employee & Family Resources respecte les lois fédérales en vigueur relatives aux droits civiques et ne
pratique aucune discrimination basée sur la race, la couleur de peau, I'origine nationale, I'age, le sexe ou
un handicap. ATTENTION : Si vous parlez frangais, des services d'aide linguistique vous sont proposés
gratuitement. Appelez le 1-515-243-4200.

Pennsylvanian Dutch:

Employee & Family Resources iss willich, die Gsetze (federal civil rights) vun die Owwerichkeet zu
folliche un duht alle Leit behandle in der seem Weg. Es macht nix aus, vun wellem Schtamm ebber
beikummt, aus wellem Land die Voreldre kumme sinn, was fer en Elt ebber hot, eb ebber en Mann iss
odder en Fraa, verkrippelt iss odder net. Wann du [Deitsch (Pennsylvania German / Dutch)] schwetzscht,
kannscht du mitaus Koschte ebber gricke, ass dihr helft mit die englisch Schprooch. Ruf selli Nummer
uff: Call 1-515-243-4200.

Thai:
Employee & Family Resources sugusmusgunaiisuansimunzan uazldlfuvasnmneensiviug &
\Hovnd o AMNVNWANTIIN NEDINA 15DU:

ﬁwafu,vgmmmvlvuaammmsa‘[ﬁl%ms‘d)Umﬁamammvlﬁvﬁ Tns 1-515-243-4200.

Tagalog:

Sumusunod ang Employee & Family Resources sa mga naaangkop na Pederal na batas sa karapatang sibil
at hindi nandidiskrimina batay sa lahi, kulay, bansang pinagmulan, edad, kapansanan o kasarian.
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika
nang walang bayad. Tumawag sa 1-515-243-4200.

Karen:
Employee & Family Resources

VIRydmrRxGJ0JAzJ.'&J.xHzduD>zdtw>cGJ;w>,moJp;wz. 'D;A wyJmxHeDRz;
w>VXA t 'd; 0 MR xD.to;vXA ySRuvkm<A
zH;bh.vGJ><AxHUD>vXAt[J<Ao;eH.<AeD>cduh>*DRw*hR<Arhwrh>Aw>uJrk.cG

gtzDcd.b.M.vDRI
1-515-243-4200.

Russian:

Employee & Family Resources cobiironaer npumeHnmMoe deaepaibHOe 3aKOHOAATEIbCTBO B 00J1aCTH
IpaXkIaHCKUX IIPaB U HE JIOMyCKaeT TUCKPUMHUHALMY M0 IIPU3HAKAM Pachl, IBETa KOXKH, HAIIMOHAJIbHON
NPUHAUIEKHOCTH, Bo3pacTa, uHBanuaHoctu uiu noia. BHUMAHUWE: Ecnu Bl roBOpUTE Ha PyCCKOM
SI3BIKE, TO BaM JIOCTYIHBI OecIiIaTHBIE YCIIyTH nepeBona. 3soHute 1-515-243-4200.



